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(57) Abstract: There is provided a processor having the gen- 
era] purpose function as well as the security function (i.e., safe 
storage of key data and high-speed calculation of a digital signa- 
ture). In the secure processor (100) having a general purpose in- 
struction and a signature calculation instruction, a non-volatile 
key register (130) contains key data. A key bit reference counter 
(152) is successively decremented from 1023 to 0. According 
to the content of the key bit reference counter (152), K data 
stored in the key register (130) is successively specified by one 
bit from a bit specification gate (154) so as to be successively 
used for calculation of a signature. There is provided no word 
data parallel transmission route for transmitting data from the 
key register (130) containing the key K to another unit. With 
this hardware structure, it is impossible to output the key data 
as raw data directly outside. 
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